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TRANSPARENT  I  AUTOMATED  I  COMPREHENSIBLE

Configuration of IT systems - secure and state of the art

FB Pro GmbH



CYBER ATTACKS
SECURITY RISKS IN COMPLIANCE

Secure your IT systems with 

technical measures.

 

Compliant to legal requirements.

will provide the support you need.

A single product -

containing two solutions

ENFORCE SUITE

ENFORCE TAP

ENFORCE ADMIN

67% of all companies had 

identified at least one 

potential safety issue in 2018

For 40% of all SMEs 

hacker attacks & data theft are 

the main threatening hazards

20% of all medium-sized 

companies know they have 

been a victim of cyber criminals   

Only  28% of all 

companies keep up with the 

GDPR principles
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Sources: IDC/McAfee Study “IT Security in Deutschland 2018” / Gothaer KMU Study 2018 / Capgemini-Study “Championing Data Protection and Privacy”
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   ENFORCE TAP
    YOUR BENEFITS

System hardening

ENFORCE TAP is offering a proven solution to harden your operating system as well as 

your browser or your office package in accordance with established standards.

System diversity 

The hardening packages are available for Windows 10, Windows Server 2016, MS Office 2016, SQL Server 

2016, Mozilla Firefox, Google Chrome and more.

Individual hardening packages for special systems can also be provided - please contact us.

Self optimization

The ENFORCE TAP creates a self healing system with configuration settings being 

automatically confirmed to a predefined desired state.

Compliance 

Keep up with the current legal situation and regulations by means of proven standards.

Documentation 

ENFORCE TAP delivers documentations and records to provide obligatory documentation 

concerning the General Data Protection Regulation (GDPR).

Surveillance

Depending on expansion and application thousands of settings can be controlled and 

corrected on a regular basis.



FACTS

• Up to thousands of different configurations/settings 

 available - depending on the requested package level 

 and target system

• Successful application at large corporations and 

 medium sized enterprises

• Amongst others available for Windows 10, 

   Windows Server 2016 / 2019  (also Server Core)

• Maximum reliability thanks to application of proven 

 Microsoft technology

• Optimizations based on long-term expert experiences

 and up-to-date IT regulations

• Technical solutions and additional documentation

FB Pro GmbH

According to the chosen 

configuration level, 

ENFORCE TAP offers 

individual solutions for the 

following systems:

Windows 10

Windows Server 2016 / 2019

SQL Server 2016 / 2019

MS Office 2016

Mozilla Firefox

Google Chrome

and more

   ENFORCE TAP
   HOW YOUR SYSTEMS ARE SECURED
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Windows 10 / Server 2019

•  Secure configuration of Windows Update, WinRM, Windows Firewall & more

•  Limiting exposure to attacks by eliminating nonrelevant services

•  Deactivating guest accounts and renaming the administrator's account

•  Installing complexity and age requirements for passwords

Mozilla Firefox

•  Activating automatic updates and the 'Download Virus Scanner'

•  Blocking pop-ups

•  Visualizing punycodes

Google Chrome

•  Deactivating functions such as data synchronization

•  Activating the 'Hide ID' mode

•  Configurable usage of plug-ins

•  Activating 'Safe-Browsing' mode
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   ENFORCE TAP
   PLUS ADMINISTRATOR

• Automated preparation of new IT systems    

    for integration, e.g. Firewall and authorization 

 reviews, creation of certificates, technical 

 configurations and more

• Integration into system environments by using   

 proven standards (such as OAuth2.0, Kerberos)

• Secure identity management, reliable storage of

 credentials, fully encrypted by state of the art 

 algorithms

Your benefits

• Reduction of testing efforts by applying 

 effective configuration packages – e.g. for   

    GDPR compliance, workstation hardening     

    and Windows Server configurations

• Distribution of company-wide hardening   

 and privacy settings based on ENFORCE   

 TAP as well as other configurations

• Time-controlled processing of tasks incl.

 a transparent reporting interface

• Easy integration and automation with other   

    systems based on REST APIs

Features

• Report function for each managed   

 system (server, client, etc.)

• Compliance status about the pre-defined  

 targets 

• Automated notifications by e-mail for   

    definable events

• API for an automated connection for   

    line-of-business systems

• Administration of servers, server roles   

    and groups

• Central management of multiple 

 environments
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   ENFORCE ADMINISTRATOR
   AS A SERVICE

We work process integrated 

• Our experts integrate into your processes seamlessly

• The requirements of your internal team directly 

   reaches our team via your ticketing system

• Implementation of service request due to defined 

   Service Level Agreements (SLA)

• In case of incidents our team directly contacts

   your IT specialists

  

Your benefits

• Our FB Pro experts are your perfect partners

   for all aspects concerning ENFORCE ADMIN

   SaaS solution. This includes:

  • installation and configuration

  • compliance checks and audits

  • reports analysing

  • triggering incidents

  • system maintenance

• No invests in hardware or manpower

• Scalable costs with a transparent accounting

• Cooperation with defined SLA

• Reduce your skills shortage, esp. in holiday times, 

   in cases of illness, etc.

Our services

• Updating the ENFORCE SUITE 

• Back-up / restore service

• Execution of hardening change requests

• Testing new configurations

• Add new systems to the hardening

• Rollback of false configurations

• Consultancy in case of required 

    configuration changes
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ENFORCE PRODUCTS
FEATURES

BASIC FEATURES

Integration in deployment process,

supplied by the customer

Integration in customer base image

Independent systems management

SYSTEM HARDENING

Directly usable system hardening, based on 

standards like CIS, DISA, BSI etc.

Fully automated configuration checks

(“self healing system“)

Easy to handle administration of special 

IT systems exceptions

Preconfigured, tested and proven

configuration recommendations

Regular updates (system and hardening)

SYSTEMS MANAGEMENT

Administration and distribution of

optional configurations

Administration of IT systems (client, server ...)

Administration of server roles and groups, etc.

Centralized management of div. environments

Automated mail notification for

definable events

Multi client capability

REPORTING AND AUDIT

Reporting function for the administration status

of managed systems

Reporting function for visualizing compliance 

of managed systems

Detailed overall reports for all 

managed systems

Easy reports for each IT system

Automated generated reports

Export of reports

MORE FEATURES

Integration in customer system environment

Automation via REST-API 

Centralised credential management for

multiple stage authentication

ENFORCE TAP
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ENFORCE SUITE

 ENFORCE TAP
 ENFORCE ADMIN

www.fb-pro.com/enforce-suite

Please don‘t hesitate to

contact us!

FB Pro GmbH

+49 6727 7559039

info@fb-pro.com 

https://www.fb-pro.com
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